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Privacy Policy EYEVIDO  

 

Dear visitors,  

Thank you for your interest in EYEVIDO. In the following, we would like to inform you about the 
handling of your personal data.  

 

I. Who is responsible for data processing and whom can you contact?  

Responsible for the data processing are we, the company  

 

EYEVIDO GmbH 

Represented by the managing directors: Dr. Tina Walber and Mr. Christoph Schaefer, 

Casinostr. 38 

56068 Koblenz 

Phone: +49 261 899 44 99 0  

E-Mail: info@eyevido.de  

 

 

 

II. General information on data processing 

1. Scope of data processing  

Since we are constantly striving to improve our services for our customers in a continuous process, 
e.g. through individualization, the general data we collect is statistically evaluated anonymously. If 
you make use of our services, we generally only collect the data that we need to provide the services. 
If we ask you for further data, this is voluntary information (fields not marked as mandatory). 
Personal data is processed exclusively to fulfill the requested service and to protect our own 
legitimate business interests. 

In order to protect your data from unwanted access, we use an encryption process on our pages. 
Your data is then transferred from your computer to our server and vice versa via the Internet using 
256-bit TLS encryption (Transport Layer Security). You can recognize this by the fact that the lock 
symbol is closed on the status bar of your browser and the address line begins with https://. We do 
not use encryption if you only exchange generally available information with us. 
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2. Legal basis for data processing 

Legal bases for the processing of your data by us are 

- Art. 6 para. 1 lit a) GDPR, if you give us your consent; 

- Art. 6 para. 1 lit. b) GDPR, if the data processing serves to establish or implement a contract; 

- Art. 6 para. 1 lit. c) GDPR, if we are legally obliged to collect data; 

- Art. 6 para. 1 lit. f), if we have a legitimate interest in the data processing and our interests in this 
respect outweigh your rights and freedoms.  

3. Duration of storage / deletion of data 

As a matter of principle, we delete or block personal data as soon as the purpose of the storage no 
longer applies. If we are required by law to retain data, the data will not be blocked or deleted until 
the statutory retention period has expired, unless it is necessary to continue to store the data for the 
purpose of concluding or fulfilling a contract. Storage and documentation obligations may arise from 
the German Civil Code (BGB), the German Commercial Code (HGB), the German Fiscal Code (AO), 
among others. The retention and documentation periods specified there range from two to a 
maximum of ten years. Finally, the storage period is also assessed according to the statutory 
limitation periods, which, for example, according to §§ 195 ff. of the German Civil Code (BGB) are 
generally three years.  

4. Recipients of the collected data  

The recipients of the data collected via the website are primarily us. In addition, order processors 
(web hosters, technical support) have access to the data collected via our website or app. However, 
compliance with legal regulations is ensured in this respect by order processing contracts that we 
conclude with our order processors located in the EU. A transfer of data to third countries takes 
place exclusively to the extent specified below.  

In addition, your data will only be transferred to third parties within the scope of our services if the 
transfer of your data is mandatory and permitted by law. 

5. Profiling / automated decision making 

We do not perform any profiling / automated decision making in the sense of the GDPR.  

6. Obligation to provide data 
When visiting our website, there is no legal or contractual obligation to provide personal data. 
However, if you would like to use our services within the framework of a free or paid user contract, 
the provision of personal data for the purposes of identification and implementation of our services 
is mandatory.  If you do not wish to provide us with this data, you will unfortunately not be able to 
use our services.  
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III. Data processing when visiting our website and registration 

1. General 

1.1 Scope of data processing 

Each time our website is accessed, our system automatically collects data and information from the 
computer system of the accessing computer.  

The following data is collected: 

(1) Information about the type of browser and the version used. 

(2) The operating system of the user 

(3) Internet service provider of the user 

(4) The IP address of the user 

(5) Date and time of access 

(6) Website from which the user is accessing the site 

(7) Website that is accessed by the user's system via our website 

The data is also stored in the log files (log files / log of all or certain processes on a computer system) 
of our system. This data is not stored together with other personal data of the user. 

1.2 Legal basis for data processing  

The legal basis for the temporary storage of the data and the log files is Art. 6 para. 1 lit. f GDPR. 

1.3 Purpose of data processing 

The temporary storage of the IP address by the system is necessary to enable delivery of the website 
to the user's computer. For this purpose, the user's IP address must remain stored for the duration of 
the session.  

The storage in log files is done to ensure the functionality of the website. In addition, we use the data 
to optimize the website and to ensure the security of our information technology systems.  

These purposes are also our legitimate interest in data processing according to Art. 6 para. 1 lit. f 
GDPR. Since it is not readily possible for us to draw conclusions from an IP address to a natural 
person, since an IP address is not a sensitive date, since it is deleted no later than seven days after a 
visit to the website, and since we need it in order to offer our website, our interest outweighs your 
interest.   

1.4 Duration of storage 

The collected data will be deleted as soon as they are no longer required to achieve the purpose for 
which they were collected (provision of the website). In the case of storage of data in log files, this is 
the case after seven days at the latest. Storage beyond this period is possible. In this case, however, 
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the IP addresses of the users are deleted or alienated, so that an assignment of the calling client is no 
longer possible. 

1.5 Possibility of objection and elimination 

The collection of data for the provision of the website and the storage of the data in log files is 
absolutely necessary for the operation of the website. Consequently, there is no possibility of 
objection on the part of the user. 

 

2. Use of cookies 

2.1 Description and scope of data processing 
 
2.1.1 Technically necessary cookies  

Our website uses technically necessary cookies. Cookies are text files that are stored in the Internet 
browser or by the Internet browser on the user's computer system. When a user accesses a website, 
a cookie may be stored on the user's operating system. This cookie contains a characteristic string of 
characters that enables the browser to be uniquely identified when the website is called up again.  

We use cookies to make our website more user-friendly. Some elements of our website require that 
the calling browser can be identified even after a page change.  The user data collected through 
technically necessary cookies are not used to create user profiles. 

The cookies in question are as follows: 

Name  Function Duration of storage 

PHPSESSID  Differentiation of users via the PHP 
Session ID. 

End of browser 
session 

borlabs-cookie Stores the settings of the visitors 
selected in the Cookie Box of Borlabs 
Cookie. 

1 year 

_icl_*, wpml_*, wp-wpml_* WPML, saves the current language. 1 day 

CAKEPHP Hash to identify the session. 12 hours  

CakeCookie [eyevido_id] Recognition of the user name. 24 hours 

 

2.1.2 Technically unnecessary cookies / third-party cookies / tracking  
 
Google Analytics and Google Tag Manager 

We use Google Analytics, a web analytics service provided by Google LLC ("Google"), on our website. 
Google LLC, based in the USA, is certified for the us-European data protection agreement "Privacy 
Shield", which ensures compliance with the level of data protection applicable in the EU. Google 
Analytics also has ISO 27001 certification for information security management systems.  
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Google Analytics uses "cookies", which are text files placed on your computer, to help the website 
analyze how users use the site.  

These are the following cookies: 

_ga to distinguish users; storage period 2 years. 

_gid for throttling the request rate; storage period 1 day 

_gat to throttle data transmissions, certain data is only sent to Google Analytics a maximum of once 
per minute; storage period 1 minute. 

The information generated by the cookie about your use of this website (including your IP address) 
will be transmitted to and stored by Google on servers in the United States. Google will use this 
information for the purpose of evaluating your use of the website on our behalf, compiling reports 
on website activity for website operators and providing other services relating to website activity and 
internet usage to us. In view of the discussion about the use of analysis tools with complete IP 
addresses, we would like to point out that, in order to exclude direct personal reference, IP 
addresses are only processed in abbreviated form on this website, as we use Google Analytics with 
the extension "_anonymizeIp()". For this reason, your IP address will be shortened by Google before 
being transmitted to a Google server in the USA within member states of the European Union or in 
other contracting states of the Agreement on the European Economic Area. Only in exceptional cases 
will the full IP address be transmitted to a Google server in the USA and shortened there. 

Google will not associate your IP address with any other data held by Google. You may refuse the use 
of cookies by selecting the appropriate settings on your browser, however please note that if you do 
this you may not be able to use the full functionality of this website. In addition, you can prevent the 
use and processing of your data generated by the cookie by downloading and installing the browser 
plugin available at the following link https://tools.google.com/dlpage/gaoptout?hl=en. 

Furthermore, you can prevent data collection by Google Analytics by clicking on this link: 
https://support.google.com/analytics/answer/181881?hl=en. By clicking on the link, a so-called opt-
out cookie is set, which prevents future collection of your data when you visit our website again. 

Our website uses the Google Tag Manager. This service is used to manage website tags via an 
interface. The Google Tag Manager itself does not set cookies, only tags and does not collect any 
personal data. The service enables the triggering of other tags, which in turn can collect data. 
However, the Google Tag Manager does not access this data. Google only learns the user's IP 
address, which is necessary to run the Google Tag Manager. 

Service provider:  

Google Ireland Limited, Gordon House, Barrow Street, Dublin 4, Ireland, parent company: Google 
LLC, 1600 Amphitheatre Parkway, Mountain View, CA 94043, USA.  

For more information on terms of use and data protection, please visit 
http://www.google.com/analytics/terms/de.html or https://policies.google.com/privacy. 

 

 

https://tools.google.com/dlpage/gaoptout?hl=en
https://support.google.com/analytics/answer/181881?hl=en
http://www.google.com/analytics/terms/de.html
https://policies.google.com/privacy
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3. Registration / login area  

3.1 Description and scope of data processing 

In order to use our entire range of services, you must register by providing personal data. The data is 
entered in an input mask and transmitted to us and stored. The following data is compulsorily 
collected as part of the registration process:  

- E-mail address 

- Username  

- password 

 

The following data is also stored at the time of registration: 

- Date and time of registration 

To protect against misuse of our IT systems, during the registration process we use the service 
"reCAPTCHA" of the company Google Inc. (Google). The query is used to distinguish whether the 
input is made by a human or misused by automated, machine processing.  

The query includes the sending of the IP address and possibly other data required by Google for the 
reCAPTCHA service to Google. For this purpose, your input is transmitted to Google and further used 
there. By using reCaptcha, you agree that the recognition you provide will be used for the digitization 
of old works. However, due to the activation of IP anonymization on this website, your IP address will 
be truncated beforehand by Google within member states of the European Union or in other 
contracting states of the Agreement on the European Economic Area. Only in exceptional cases will 
the full IP address be transmitted to a Google server in the USA and shortened there. The IP address 
transmitted by your browser as part of reCaptcha is not merged with other data from Google. The 
deviating data protection regulations of the Google company apply to this data. For more 
information on Google's privacy policy, please visit: 
https://www.google.com/intl/en/policies/privacy/ 

The remaining data (company, first and last name, telephone number) is voluntary.  

If a contract with costs is concluded with us, we also collect the data necessary for the execution of 
the contract (name, address, payment data, etc.).  

If you log in after registering on our website, we collect and store the user name and password as 
well as the date and time of login in order to recognize you as a registered user. 

3.2 Legal basis for the data processing  

The legal basis for the processing of data is Art. 6 (1) lit. b GDPR, for the use of Google reCAPTCHA 
Art. 6 (1) lit. f GDPR.  

3.3 Purpose of the data processing 

https://www.google.com/intl/en/policies/privacy/
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Registration of the user is mandatory for the fulfillment of a contract with the user or for the 
implementation of pre-contractual measures. 

The subject of the contract is the use of our web portal for a limited period of time as well as - 
depending on the range of services offered - the provision against payment of software to be 
installed locally for conducting studies. Due to the remote data connection, this requires a 
registration and a subsequent login of the user, so that the user is recognized by our system and can 
access all functionalities. In addition, this prevents misuse of our system and allows us to bill for paid 
services. In particular, the reCAPTCHA serves us to protect against misuse. Since you are free to 
register with us, our legitimate interests outweigh your rights.  

3.4 Duration of storage 

The data is deleted as soon as it is no longer required to achieve the purpose for which it was 
collected. 

This is the case for data collected during the registration process for the fulfillment of a contract or 
for the implementation of pre-contractual measures, if the data is no longer required for the 
implementation of the contract. Even after the conclusion of the contract, there may be a need to 
store personal data of the contractual partner in order to fulfill contractual or legal obligations. 

Continuing obligations require the storage of personal data during the term of the contract. In 
addition, warranty periods must be observed and data must be stored for tax purposes. The storage 
periods to be observed cannot be determined in a generalized manner, but must be determined on a 
case-by-case basis for the contracts and contracting parties concluded in each case. 

3.5 Possibility of objection and elimination 

If the data is required for the fulfillment of a contract or for the implementation of pre-contractual 
measures, premature deletion of the data is only possible insofar as contractual or legal obligations 
do not prevent deletion.  

If you would like to cancel your registration, please send us an e-mail to info@eyevido.de. We will 
delete your account immediately. 

 

4. Contacting via e-mail / contact form 

4.1 Scope of data processing 

On our website, it is possible to contact us via the e-mail address provided or via a contact form. 
When using the contact form, it is mandatory to provide an e-mail address. Further information can 
be provided voluntarily. In addition, we save the date and time of the contact during the sending 
process. If you write us an e-mail, the personal data of the user transmitted with the e-mail will be 
stored. The contact data is used exclusively for processing the conversation or inquiry. 

4.2 Legal basis for data processing  

info@eyevido.de
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The legal basis for the processing of data provided in the course of sending an e-mail is Art. 6 para. 1 
lit. a and f GDPR. If the contact is aimed at the conclusion of a contract, the additional legal basis for 
the processing is Art. 6 para. 1 lit. b GDPR.  

4.3 Purpose of the data processing 

The processing of the personal data of the contact serves us solely to process the contact and your 
request. This is also our legitimate interest. Since the contact is initiated by you, is at your discretion 
and we inform you in advance how we handle the transmitted data, our legitimate interest in this 
respect outweighs your right of privacy.  

4.4 Duration of storage 

The data will be deleted as soon as they are no longer required to achieve the purpose for which they 
were collected. For personal data sent by e-mail or via the contact form, this is the case when the 
respective conversation with the user has ended. The conversation is ended when the circumstances 
indicate that the matter in question has been conclusively clarified. The additional data collected 
during the sending will be deleted after a period of seven days at the latest.  

4.5 Possibility of objection and removal 

The user has the possibility to object to the storage of his personal data at any time. In such a case, 
the conversation cannot be continued. The objection can be made by e-mail or by post.  All personal 
data stored in the course of contacting us will be deleted by us in this case.  

Insofar as data is collected in the context of a contractual relationship, the possibility of objection 
does not exist, as this is mandatory for the implementation of the contract. 

 

5. Newsletter dispatch - MailChimp 

5.1 Description and scope of data processing 

Within the scope of our service, there is the possibility to subscribe to a free newsletter. In doing so, 
the data from the input mask is transmitted to us when registering for the newsletter.  

After extensive research, we have decided to use "MailChimp", a newsletter delivery platform of the 
US provider Rocket Science Group, LLC, 675 Ponce De Leon Ave NE #5000, Atlanta, GA 30308, USA, to 
send our newsletter.  

When registering for the newsletter, the aforementioned email address is initially stored volatile at 
MailChimp. The e-mail address is only stored for the purpose of sending the owner of the e-mail 
address an e-mail in which the owner can confirm the subscription to the e-mail list ("double opt-
in"). Once the email address has been confirmed, it is stored permanently by MailChimp until the 
email address is deleted by the owner of the email address or by us as list operator. In order to be 
able to prove the entry in the list and to be able to defend against any accusation of unsolicited e-
mail, MailChimp stores the date of entry in the list as well as the IP address under which the entry 



Privacy Policy EYEVIDO 

 

EYEVIDO GmbH 
Casinostr. 38 
56070 Koblenz 
Tel.: 0261 / 899 44 990 

Geschäftsführung: 
Dr. Tina Walber 
Christoph Schaefer 

Amtsgericht Koblenz 
HRB 24572 
Steuernummer: 22/651/05902 
USt-IdNr: DE299256734 

info@eyevido.de 
www.eyevido.de 

    

9 
 

was made. Any further use of the IP address does not take place. We have no influence on the fact of 
the storage of the IP address.  

Furthermore, the following data is also stored by MailChimp: 

- Date of the last profile update 

- Geolocation & time zone: 

 On the basis of the email address, MailChimp carries out geolocation and, in doing so, determines 
information about the IP address (geolocation data and any existing location information) with the 
help of a "geolocation service provider". Geolocation is also used to determine time zones. This, in 
turn, is used for the simultaneous sending of newsletters at certain times, if required. Geolocation is 
performed both when subscribing to the newsletter and when opening newsletter emails. We also 
have no influence on the performance of geolocation. This function cannot be deactivated by us at 
MailChimp at present. 

Language information: 

If MailChimp can determine the language you have set from your browser when subscribing to the 
newsletter or when calling up links, this will also be saved to your profile. This function can be used in 
particular to create segments of subscribers by language. For example, this enables us to send out 
newsletter emails in English to subscribers who have set English as their default language in their 
browser. We also cannot disable this feature. 

MailChimp uses the information to send and evaluate the newsletters on our behalf. Furthermore, 
according to its own information, MailChimp may use this data in pseudonymous form, i.e. without 
assigning it to a user, to optimize or improve its own services, e.g. to technically optimize the 
dispatch and display of the newsletters or for statistical purposes to determine which countries the 
recipients come from.  

MailChimp is certified under the Privacy Shield agreement and thereby offers a guarantee of 
compliance with the European level of data protection. In addition, we have concluded a "Data 
Processing Agreement" with MailChimp. This is a contract in which MailChimp undertakes to protect 
the data of our users, to process it on our behalf in accordance with the applicable data protection 
regulations and, in particular, not to pass it on to third parties. 

5.2 Legal basis for the data processing 

The legal basis for the processing of data after registration for the newsletter by the user is, if the 
user has given his consent, Art. 6 (1) lit. a GDPR by clicking on the "Subscribe" button.   

5.3 Purpose of the data processing 

The collection of the user's e-mail address serves to deliver the newsletter. The collection of other 
personal data serves to prevent misuse of the services or the e-mail address used as well as to be 
able to prove registrations and unsubscriptions. 

5.4 Duration of storage 
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The data is deleted as soon as it is no longer required to achieve the purpose for which it was 
collected. Accordingly, the user's e-mail address is stored for as long as the subscription to the 
newsletter is active.  

5.5 Possibility of objection and cancellation 

The subscription to the newsletter can be terminated by the affected user at any time. For this 
purpose, a corresponding link can be found in each newsletter.  By unsubscribing from the 
newsletter, the consent to the sending of the newsletter and the storage of the associated data is 
revoked. 

6. Social media   

On our website, we provide links to various social media. However, these are merely links to external 
websites of third-party social media providers and not plugins. Consequently, no links are established 
or personal data transmitted to the third-party providers when you visit our website. When you click 
on the respective button, which is marked with the provider's symbol, you will be redirected to the 
website of this provider. You will leave our website at this moment. If you have any questions about 
the data collection of the third-party providers, please read the privacy statements provided by the 
third-party providers. We refer to the following social media: 

6.1 Facebook 

Our website links to the social network facebook.com via the "f" button, whose operator for users 
outside the USA and Canada is Facebook Ireland Limited, 4 Grand Canal Square, Grand Canal 
Harbour, D2 Dublin, Ireland. Information on data protection can be found here: 
https://www.facebook.com/about/privacy/. 

6.2 LinkedIn  

Via the "in" button, you can access the website of the platform LinkedIn Ireland Unlimited Company, 
Wilton Plaza, Wilton Place, Dublin 2, Ireland. Information on data protection can be found there at 
https://www.linkedin.com/legal/privacy-policy 

6.3 Xing 

The button with the stylized "X" takes you to the website of the company XING AG, Dammtorstraße 
30, 20354 Hamburg, Germany. Information on data protection can be found here: 
https://www.xing.com/privacy 

6.4 YouTube 

The button with the play sign takes you to the website of the provider "YouTube", which belongs to 
Google LLC, 1600 Amphitheatre Parkway, Mountain View, CA 94043, USA ("Google"). You can find 
information on data protection here: https://support.google.com/youtube/answer/2801895?hl=en. 

 

 

https://www.facebook.com/about/privacy/
https://www.linkedin.com/legal/privacy-policy
https://www.xing.com/privacy
https://support.google.com/youtube/answer/2801895?hl=en
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7. Google maps 

7.1 Description and scope of data collection 

This website uses the Google Maps API, a mapping service for displaying maps and creating 
directions to help you find our location. Google Maps is operated by Google Inc, 1600 Amphitheatre 
Parkway, Mountain View, CA 94043, USA. Google is certified under the Privacy Shield Agreement and 
thereby offers a guarantee of compliance with European data protection law. The Privacy Shield 
agreement is based on the adequacy decision (EU 2016/1250) of 12.07.2016 of the European 
Commission. You can find more information here: 
https://www.privacyshield.gov/participant?id=a2zt000000001L5AAI 

By visiting our website, Google receives the information about the call of our page and, if necessary, 
other log files. Google stores and uses the data for the purposes of advertising, market research and 
/ or demand-oriented design of its own services. This cookie is usually not deleted by closing the 
browser, but expires after a certain time (up to 24 months), unless you delete it beforehand.  

7.2 Legal basis for processing  

The legal basis for the use of Google Maps is Art. 6 para. 1 p. 1 lit. f GDPR.  

7.3 Purpose of the data processing 

The purpose of data processing is to optimize the user-friendliness of our website and make it easier 
to find our location. This is also our legitimate interest in the use of Google Maps. As compliance with 
the European level of data protection is guaranteed by the Privacy Shield with regard to Google 
Maps, our legitimate interest outweighs the personal rights of the user in this respect.  

7.4 Possibilities of objection and removal 

You have the option of deactivating the Google Maps service in a simple manner and thus preventing 
the transfer of data to Google:  

To do so, deactivate JavaScript in your browser. However, we would like to point out that in this case 
you will not be able to use the map display. 

You can find detailed information on Google's data collection here:  
https://www.google.de/intl/en/policies/privacy. 

 

IV. Note on commissioned processing 

If you upload personal data of third parties (for example, of test persons) via EYEVIDO and we 
process this data for you in accordance with instructions, please remember that in this case you are 
the data controller and may only process this data on the basis of a legal basis (consent, etc.). In this 
case, we will conclude a processing contract with you as a processor.  

 

http://eur-lex.europa.eu/legal-content/DE/TXT/PDF/?uri=CELEX:32016D1250&from=DE
https://www.privacyshield.gov/participant?id=a2zt000000001L5AAI
https://www.google.de/intl/en/policies/privacy
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V. Your rights  

If personal data is processed by you, you are a data subject within the meaning of the GDPR and you 
are entitled to the following rights in summary: 

- Right to information 

- Right to rectification 

- Right to restricted processing 

- Right to deletion 

- Right to information 

- Right to data portability 

- Right to object 

- Right to withdraw consent given  

- Right to lodge a complaint with a supervisory authority.  

Details of this can be found below: 

 

1. Right of information 

You may request confirmation from us as to whether personal data concerning you is being 
processed by us.  

If such processing is taking place, you may request information from us about the following: 

(1) the purposes for which the personal data are processed; 

(2) the categories of personal data which are processed; 

(3) the recipients or categories of recipients to whom the personal data concerning you have been or 
will be disclosed; 

(4) the planned duration of the storage of the personal data concerning you or, if concrete 
information on this is not possible, criteria for determining the storage period; 

(5) the existence of a right to rectification or erasure of the personal data concerning you, a right to 
restriction of processing by the controller or a right to object to such processing;  

(6) the existence of a right of appeal to a supervisory authority; 

(7) any available information on the origin of the data, if the personal data are not collected from the 
data subject; 
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(8) the existence of automated decision-making, including profiling, pursuant to Article 22(1) and (4) 
of the GDPR and, at least in these cases, meaningful information about the logic involved and the 
scope and intended effects of such processing for the data subject. 

You have the right to request information about whether the personal data in question are 
transferred to a third country or to an international organization. In this context, you may request to 
be informed about the appropriate safeguards pursuant to Art. 46 GDPR in connection with the 
transfer. 

2. Right to rectification  

You have a right to rectification and/or completion if the processed personal data concerning you are 
inaccurate or incomplete. We shall then carry out the rectification without undue delay. 

3. Right to restriction of processing 

You may request the restriction of the processing of personal data concerning you under the 
following conditions: 

(1) if you dispute the accuracy of the personal data concerning you for a period of time that allows us 
to verify the accuracy of the personal data; 

(2) the processing by us is unlawful, you object to our erasure of the personal data and instead 
request that we restrict the use of the personal data; 

(3) we no longer need the personal data for the purposes of processing, but you need it for the 
assertion, exercise or defense of legal claims; or 

(4) if you have objected to the processing pursuant to Article 21 (1) GDPR and it has not yet been 
determined whether our legitimate grounds override your grounds. 

If the processing of personal data relating to you has been restricted, such data may - apart from 
being stored - only be processed by us with your consent or for the assertion, exercise or defense of 
legal claims or for the protection of the rights of another natural or legal person or for reasons of 
important public interest of the Union or a Member State. 

If the restriction of processing has been restricted in accordance with the above conditions, you will 
be informed by us before the restriction is lifted. 

4. Right to deletion 

a) Obligation to delete 

You may request that we delete your personal data without undue delay. We are obliged to delete 
this data immediately if one of the following reasons applies: 

(1) Your personal data is no longer necessary for the purposes for which it was collected or otherwise 
processed. 

(2) You revoke your consent on which the processing was based pursuant to Art. 6 (1) a or Art. 9 (2) a 
GDPR and there is no other legal basis for the processing.  
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(3) You object to the processing pursuant to Art. 21 (1) GDPR and there are no overriding legitimate 
grounds for the processing, or you object to the processing pursuant to Art. 21 (2) GDPR.  

(4) The personal data concerning you have been processed unlawfully.  

(5) The erasure of the personal data concerning you is necessary for compliance with a legal 
obligation under Union or Member State law to which we are subject.  

(6) The personal data concerning you has been collected in relation to information society services 
offered in accordance with Article 8(1) GDPR. 

b) Information to third parties 

If we have made your personal data public and we are obliged to erase it pursuant to Art. 17(1) 
GDPR, we shall take reasonable measures (including technical measures) to inform controllers who 
process the personal data that you have requested the erasure of all links to, copies of, or 
replications of such personal data.  

c) Exceptions 

The right to erasure does not exist to the extent that the processing is necessary to. 

(1) for the exercise of the right to freedom of expression and information; 

(2) for compliance with a legal obligation or for the performance of a task carried out in the public 
interest or in the exercise of official authority vested in us, if any; 

(3) for reasons of public interest in the area of public health pursuant to Art. 9(2)(h) and (i) and Art. 
9(3) GDPR; 

(4) for archiving purposes in the public interest, scientific or historical research purposes or statistical 
purposes pursuant to Art. 89(1) GDPR, insofar as the right referred to in section a) is likely to render 
impossible or seriously prejudice the achievement of the purposes of such processing; or 

(5) for the assertion, exercise or defense of legal claims. 

5. Right to information 

If you have asserted the right to rectification, erasure or restriction of processing against us, we are 
obliged to inform all recipients to whom your personal data have been disclosed of the rectification, 
erasure of the data or restriction of processing, unless this proves impossible or involves a 
disproportionate effort for us. 

You have the right to be informed by us about these recipients. 

6. Right to data portability 

You have the right to receive the personal data concerning you from us in a structured, common and 
machine-readable format. You also have the right to transfer this data to another controller without 
hindrance from us, provided that. 

(1) the processing is based on consent pursuant to Art. 6 (1) lit. a GDPR or Art. 9 (2) lit. a GDPR or on 
a contract pursuant to Art. 6 (1) lit. b GDPR and 
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(2) the processing is carried out with the help of automated procedures. 

In this respect, you also have the right to have us transfer your data to another controller, insofar as 
this is technically feasible. However, the freedoms and rights of other persons must not be affected 
by this. 

This right to data portability does not apply to processing of personal data necessary for the 
performance of a task carried out in the public interest or in the exercise of official authority vested 
in us. 

7. Right of objection 

You have the right to object at any time, on grounds relating to your particular situation, to the 
processing of personal data concerning you which is carried out on the basis of Article 6(1)(e) or (f) 
GDPR; this also applies to profiling based on these provisions.  

We will no longer process the personal data relating to you unless we can demonstrate compelling 
legitimate grounds for the processing which override your interests, rights and freedoms, or the 
processing serves to assert, exercise or defend legal claims. 

8. Right to revoke the declaration of consent under data protection law. 

You have the right to revoke declarations of consent under data protection law at any time. The 
revocation of the consent does not affect the lawfulness of the processing carried out on the basis of 
the consent until the revocation. 

9. Right to complain to a supervisory authority 

Without prejudice to any other administrative or judicial remedy, you have the right to lodge a 
complaint with a supervisory authority, in particular in the Member State of your residence, 
workplace or the place of the alleged infringement, if you consider that the processing of personal 
data concerning you infringes the GDPR.  

The supervisory authority to which the complaint has been lodged will inform you, as the 
complainant, of the status and outcome of the complaint, including the possibility of a judicial 
remedy under Article 78 GDPR. 

 

VI. Reservation of right to make changes 

We reserve the right to adapt this data protection declaration so that it complies with the current 
legal requirements. If you visit our website again, the updated and published data protection 
declaration shall apply in this respect.  

 

March 2021 


